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SUMMARY MEMORANDUM 

FROM:   Anya Loukianova1 
TO:  Adam Stulberg/Project on Strategic Stability Evaluation  
SUBJECT:  Implications of Moscow’s emerging electronic warfare capabilities 

Ongoing conflicts in Ukraine and the Middle East have given Russia an opportunity to 
test the employment of electronic warfare (EW) capabilities that Moscow has developed 
over the last decade in order to deter and counter military threats from the West.2 To be 
sure, Western analysts have foreseen the emergence of Russia’s anti-access/area denial 
capabilities, including advanced electronic counter measures (ECM), for over a decade.3 
What arguably came as a surprise is the demonstrative nature of Russia’s use of these 
capabilities. Since 2014, Moscow has provocatively operated EW systems in close 
proximity to U.S. forces and widely publicized these developments in state-run media 
organizations.4 In response to these actions, U.S./NATO officials have expressed 
concerns with regard to implications for Western military operations, especially those 
conducted in close quarters with Russian forces.5   

EW is an essential part of modern combat engagements. However, “the nature of 
conventional warfare in the information age is highly escalatory” because both attackers 
and the defenders seek to gain advantage by disrupting one another’s networks of 
command, control, communications, computers, intelligence, surveillance, and 
reconnaissance. 6 In addition, U.S. military planners have a propensity to target an 
adversary’s strategic assets.7 The implication of all of this is a dynamic of instability in 
crises in which U.S./NATO forces are faced with a conventionally-inferior adversaries 
with nuclear weapons. These adversaries also have a high political stake in the outcome 
of the crisis. In such crises, the power of U.S. conventional counterforce capabilities and 
their demonstrated effectiveness pushes adversaries to rely on strategies of coercive 
escalation, including potentially to nuclear weapons.8   

Russian military officials view EW and ECM as an inexpensive, yet key determinants in 
the conduct and outcome of combat.9 They posit that “new developments allow to 
achieve information dominance over the adversary by the suppression of its [C4ISR] 
systems, achieve air superiority by neutralization of enemy radar, and deal with many 
other tasks.” 10 Russia will continue to develop EW and other anti-access systems and 
deploy them in theaters of conflict. In addition, Russian officials appear to have made a 
very deliberate choice to publicize EW developments in domestic media and have been 
all too happy to re-translate English-language reports that note a U.S./NATO surprise 
with Russian EW capabilities. 11  

Russia’s newfound confidence with its nascent anti-access capabilities points to 
additional headaches for U.S./NATO policymakers in their efforts to manage escalation 
with Russia. Russia’s domestic public relations efforts link the Putin administration’s 
legitimacy to its ability to challenge Western forces and may push Russian policy makers 
to mistakenly decide to escalate in a conflict with U.S./NATO forces. Managing 
inadvertent escalation is an even more challenging task for policy makers since it 
requires mutual understanding with regard to thresholds of escalation. There are 
persistent dangers of accidental escalation, as recent examples from both Ukraine and 
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Syria show. Building on the Russian leadership’s propensity to flaunt the ability to 
challenge Western forces, Russian theater-level operators are at a risk of making bad 
decisions that lead to significant complications for Russian and U.S./NATO leaders 
alike.  

As they learn about Russia’s new systems and concepts, U.S./NATO policymakers need 
to continue to refine both strategies and tactics of dealing with Russia’s deployment of 
anti-access capabilities in close proximity to U.S./NATO forces in Europe and the 
Middle East. More importantly, in an environment where Russia may be mistakenly 
confident about its nascent capabilities, there are dangers in both sides’ inability to 
understand or discuss their respective escalation thresholds. As a first step, these 
dangers need to be addressed through dialogue.  
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